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Masking of data is a method to protect information by shielding it from a third party, however
keeping it usable for further usages like application development, building program extensions to
name a few. Whereas it is possible for classical information encoded in composite quantum states
to be completely masked from reduced sub-systems, it has to be checked if quantum information
can also be masked when the future possibilities of a quantum computer are increasing day by day.
Newly proposed no-masking theorem [Phys. Rev. Lett. 120, 230501 (2018)], one of the no-go
theorems, demands that except for some restricted sets of non-orthogonal states, it’s impossible to
mask arbitrary quantum states. Here, we explore the possibility of masking in the IBM quantum
experience platform by designing the quantum circuits, and running them on the 5-qubit quantum
computer. We choose two particular states considering both the orthogonal and non-orthogonal basis
states and illustrate their masking through both the theoretical calculation as well as verification
in the quantum computer. By quantum state tomography, it is concluded that the experimental
results are collected with high fidelity and hence the possibility of masking is realized.
I. INTRODUCTION
Before talking about quantum information and it’s se-
curity, let us first know briefly what classical information
and it’s security methods are, as classical world is more
intuitive to us.
Classical information was first carefully defined by
Shannon in his paper in 19481. ‘Bit’ is the basic unit
of classical data. Though there is a fine and important
difference between information and data (information is
a special type of data that is not known already). In
today’s digital era, we use voltage to create states ‘0’
and ‘1’ as bits. Now there’s a lot of data security tech-
niques to make the data communication secured. Data
encryption that transfers the actual data into an ineffable
one that is useless to a hacker. By data encapsulation,
one can only perform a restricted set of operations. Data
anonymization makes an user anonymous while using the
internet. Classical data masking replaces the actual data
with a fictional one that somehow represents the produc-
tion data but the third party never identifies it.
Let us now see how classical information can be also
encoded in a composite quantum system. Suppose, we
encode a single bit classical information in two orthogonal
entangled states. The mapping is as follows:
|0〉 −→ 1√
2
(
|00〉+ |11〉
)
,
|1〉 −→ 1√
2
(
|00〉 − |11〉
)
(1)
Here, we can see that the subsystems do not have any
information about the actual input classical bit. Hence,
the information is masked. However, in quantum realm,
the classical bits are analogous to ‘qubits’. Instead of
just two definite states ‘0’ and ‘1’ in classical information
scheme, it uses the superposition of the both, making a
quantum computer more efficient in problem solving. On
the other hand, the linearity and the unitarity make the
quantum communication more secured. These result the
set of no-go theorems2. A pure quantum state can not
be perfectly copied, known as the no-cloning theorem3.
Suppose, we have systems A and B in Hilbert spaces
HA and HB . Now, we want to copy the initial state
|Φ〉A in the quantum system B. To do that, we need
a blank state |k〉 which is independent of |Φ〉A. Now,
the theorem says, we do not have any operator U on the
Hilbert space HA⊗HB such that: U |Φk〉AB −→ |ΦΦ〉AB .
No-Broadcasting theorem4–6 tells that it is impossible to
have a map  that broadcasts the state ρ from H to HA⊗
HB if TrA((ρ)) = TrB((ρ)) - consequence of no-cloning
theorem. No-hiding7 and no-deleting theorems8 support
the quantum information conservation in our universe.
The no-hiding theorem has been experimentally realized
by using nuclear magnetic resonance9 and then later got
tested on the IBM quantum computer10. Unlike classical
information, quantum information cannot be completely
hidden in correlations between a pair of subsystems.
However, in those theorems, there are always some
restricted conditions for which the theorems no longer
hold. If we consider no-cloning theorem, in some cases
imperfect clones can be produced if a larger auxiliary
system is coupled with the original state and a perfect
unitary operation is done on the combined system, then
some components of the system evolve to approximate
copies of the original state. No-broadcasting theorem
can not be generalized to more than a single input copy.
Even Superbroadcasting11 tells that it’s even possible
for four or more inputs to extract the input states while
broadcasting.
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2Recently, Modi et al. proposed the scheme a mask-
ing of quantum information12, where they defined the
masking conditions. They concluded that it is not pos-
sible to mask arbitrary quantum state, however, some
restricted states of non-orthogonal quantum states can
be masked. In the present work, we experimentally show
that even though some arbitrary quantum information
can not be masked, but like the above, no-masking theo-
rem also does not hold always for some particular quan-
tum states. Here, we choose two particular two-qubit
states with both orthogonal and non-orthogonal basis
states and work out the no-masking theorem conditions.
It is found that the above two states satisfy the condi-
tions of masking, and can be masked. The two two-qubit
quantum states are prepared on the IBM quantum expe-
rience platform, and the quantum circuits are designed,
and run on the real quantum chip “ibmqx4”. The ex-
perimental results are collected, and compared with the
theoretically predicted ones. From the quantum state to-
mography, it is observed that with more than 99% and
98% fidelities, the expected results are obtained for the
case of non-orthogonal and orthogonal basis states re-
spectively.
The organization of the paper is as follows. In Section
II, we define the operation of quantum masking, then ver-
ify that masking is possible for some non-orthogonal and
orthogonal states in Sections III and IV respectively. For
extra support, in Section V, we create a quantum state
with arbitrary coefficients with higher that 99% fidelity
and it is seen that masking is not quite satisfactory com-
pared to those restricted states. Finally, we conclude in
Section VI discussing the experimental results.
II. DEFINITION
According to the Ref.12, conditions for masking are
defined as follows. Let us assume quantum information
is in the states |ak〉A belong to HA. If there is a operator
M that maps the states into |ΨAB〉 belong to HA ⊗HB
such that it satisfies the following two conditions,
ρA = TrB
(|Ψk〉AB〈Ψk|),
ρB = TrA
( |Ψk〉AB 〈Ψk|) (2)
are identical and one can say nothing about the value
of k by observing this. As this is a physical process, it
also can be written as M : U |ak〉A ⊗ |b〉B −→ |Ψk〉AB ,
where M is called the masker and U acts on both the
system A and B.
III. MASKING OF NON-ORTHOGONAL
STATES
Here, we consider a quantum state, and show that it
can be decomposed in such way that this state can be
masked. Hence, we illustrate that non-orthogonal states
can also be masked, if they can be decomposed in a
proper way.
A. Circuit Explanation
In this case, to construct the state 1√
2
(|00〉+|11〉) (Fig.
1), we apply one Hadamard gate (H0) and one CNOT01
gate on the q[0] and q[1] qubit. Here, Hi acts on the i
th
qubit and CNOTij acts on the i
th and jth qubit, where
i and j are the controlled and target qubits respectively.
The Hadamard gate is a single qubit operation that maps
the basis state |0〉 −→ 1√
2
(|0〉 + |1〉) and |1〉 −→ 1√
2
(|0〉 −
|1〉) thus creating an equal superposition of the two basis
states. The CNOT gate operates on a quantum register
consisting of two qubits. The CNOT gate flips the second
qubit (the target qubit) if and only if the first qubit (the
control qubit) is |1〉. At first, 1√
2
(|00〉 + |10〉) state is
generated by the Hadamard gate, then this state becomes
1√
2
(|00〉+ |11〉) through the CNOT gate.
FIG. 1. Quantum circuit generating the state, |Ψ〉 = |00〉+11〉√
2
.
B. Theory
In this section, we take a non-orthogonal quantum
state and show theoretically that the reduced states are
identical and the experiment supports the calculation as
well. We now assume that |b〉 can be masked, i.e.,
|b〉 = α1 |0〉+ α2 |1〉 −→ |Ψ〉 = α1 |Ψ0〉+ α2 |Ψ1〉 (3)
where |α1|2 + |α2|2 = 1. Now, we take the partial trace
respect to either A or B to get
Trx |Ψ〉 〈Ψ| = α21Trx(|Ψ0〉 〈Ψ0|) + α22Trx(|Ψ1〉 〈Ψ1|)
+ α1α
∗
2Trx(|Ψ0〉 〈Ψ1|) + α∗1α2Trx(|Ψ1〉 〈Ψ0|)
(4)
Now the masking condition is ρy = Trx(|Ψ0〉 〈Ψ0|) =
Trx(|Ψ1〉 〈Ψ1|). To fulfill the masking condition, the off-
diagonal terms in the Eq. (4) must be vanished. So,
α1α
∗
2Trx(|Ψ0〉 〈Ψ1|) + α∗1α2Trx(|Ψ1〉 〈Ψ0|) = 0 (5)
3In the above Eq. (5), we know that TrX |Ψ1〉
〈
Ψ0
∣∣ and
TrX |Ψ0〉
〈
Ψ0
∣∣, these are non-zero terms, hence we can
say that
α1α
∗
2 + α
∗
1α2 = 0 (6)
when
TrX |Ψ1〉
〈
Ψ0
∣∣ = TrX |Ψ0〉 〈Ψ1∣∣ (7)
The above condition means that we have to choose α1
in such way that α2 is the imaginary form of α1. Now,
we take a state |Ψ〉 which is the linear combination of
two mutually non-orthogonal states |Ψ0〉 and |Ψ1〉.
|Ψ〉 = α1 |Ψ0〉+ α2 |Ψ1〉 (8)
where,
|Ψ0〉 =
( |00〉+ |11〉√
2
)
,
|Ψ1〉 =
( |00〉+ |11〉√
2
)
(9)
We choose α1 =
1√
2
and α2 =
i√
2
. The masked quan-
tum state becomes
|Ψ〉 = 1√
2
( |00〉+ |11〉√
2
)
+
i√
2
( |00〉+ |11〉√
2
)
(10)
Now we see that theoretically the reduced density ma-
trices are identical.
TrA |Ψ〉
〈
Ψ
∣∣ = TrB |Ψ〉 〈Ψ∣∣ = 1
2
( |0〉 〈0∣∣+ |1〉 〈1∣∣)
TrA |Ψ0〉
〈
Ψ0
∣∣ = TrB |Ψ0〉 〈Ψ0∣∣ = 1
2
( |0〉 〈0∣∣+ |1〉 〈1∣∣)
TrA |Ψ1〉
〈
Ψ1
∣∣ = TrB |Ψ1〉 〈Ψ1∣∣ = 1
2
( |0〉 〈0∣∣+ |1〉 〈1∣∣)
(11)
As we can see that the reduced states are the same
i.e., ρB = TrA |Ψ0〉 〈Ψ0| = TrA |Ψ1〉 〈Ψ1|, hence there
is no definite information about the initial state. The
quantum information is properly masked. Also we know
that, it satisfies the masking condition if
α1α
∗
2TrX |Ψ0〉
〈
Ψ1
∣∣+ α∗1α2TrX |Ψ1〉 〈Ψ0∣∣ = 0 (12)
where, ‘X’ represents the system A or B, we take a
state whose calculation of partial traces of cross terms
gives us,
α1α
∗
2TrX |Ψ0〉
〈
Ψ1
∣∣ = i
2
( |0〉 〈0|+ |1〉 〈1|) (13)
α∗1α2TrX |Ψ1〉
〈
Ψ0
∣∣ = − i
2
( |0〉 〈0|+ |1〉 〈1|) (14)
Using Eq. (13) and Eq. (14) we get,
i
2
TrX |Ψ0〉
〈
Ψ1
∣∣− i
2
TrX |Ψ1〉 〈Ψ0
∣∣ = 0 (15)
which satisfies the masking condition in Eq. (12). A
point is to be noticed that the values of α1 and α2 can
not be arbitrary to fulfill the above condition of masking.
There are some restricted values, the above mentioned set
of values is one of them. In general case this restriction
follows the Eq. (6). Then we create the above mentioned
state on the real chip, “ibmqx4” with 8192 shots by im-
plementing the quantum gates as shown in Fig. 1.
C. Experimental Results
By coding, we then, construct the density matrices
and calculate the partial traces of the density matrices
of |Ψ0〉, |Ψ1〉 and their linear combination state, the in-
put state |Ψ〉. The reduced density matrix is calculated
firstly by calculating the density matrix of the state by a
Matlab code. Let, the density matrix is
ρ =
a11 a12 a13 a14a21 a22 a23 a24a31 a32 a33 a34
a41 a42 a43 a44
 (16)
where aij are the elements of the matrix, i, j = 1, 2, 3,
4 and then the reduced density matrix of a 4× 4 density
matrix of the state A and B will be a 2 × 2 matrix and
are respectively,
ρA =
[
a11 + a22 a13 + a24
a31 + a42 a33 + a44
]
ρB =
[
a11 + a33 a12 + a34
a21 + a43 a22 + a44
]
(17)
Following the above expression, we calculate the re-
duced density matrix for |Ψ0〉, |Ψ1〉 respectively with the
experimental values.
TrA |Ψ0〉 〈Ψ0| = TrA |Ψ1〉Ψ1|
=
[
0.652 0.128− 0.135i
0.128 + 0.135i 0.348
]
(18)
TrB |Ψ0〉 〈Ψ0| = TrB |Ψ1〉 〈Ψ1|
=
[
0.535 0.044− 0.017i
0.044 + 0.017i 0.469
]
(19)
4where, TrB |Ψk〉 〈Ψk| = ρA(Ψk) and TrA |Ψk〉 〈Ψk| =
ρB(Ψk), k = 0 and 1. Now as |Ψ〉 = 1+i√2
(
|00〉+|11〉√
2
)
,
partial traces of this are exactly equal to the reduced
states of |Ψ0〉 and |Ψ1〉. Hence, the quantum informa-
tion mapped to these two non-orthogonal states can be
perfectly masked.
We check the ‘Distance’ between the theoretical and
experimental density matrices as well as between the ex-
perimental density matrices to show how much they differ
from each other. Let us assume aT is one element of the
theoretical density matrix ρT and aE is one element of
the experimental density matrix ρE , then
Dˆ(ρT , ρE) =
1
2
∑
||aT − aE || (20)
Using the above Eq. (20), we now calculate the ‘Distance’
between the theoretical distances and as we could see
they are all the same, so the distances are the following,
Dˆ(ρB(Ψ0); ρB(Ψ1)) = 0.00 (21)
Then we check the fidelity between theoretical and ex-
perimental density matrices to check the density matri-
ces are reconstructed experimentally. Fidelity equals one
means the matrices are exactly the same.
F (ρT ; ρ) = Tr
[
(ρT )
1
2 ρ(ρT )
1
2
] 1
2
(22)
The fidelities is calculated to be the following,
F (ρT ; ρEB) = 0.9985
F (ρT ; ρEA) = 0.9990 (23)
Here, These fidelities in Eq. (23) show that how per-
fectly we are doing our work practically with re-
spect to theoretical calculations.
Also, the fidelity between the measured density matri-
ces of two states show us how perfectly the masking
is happening
F (ρEA; ρEB) = 1 (24)
This shows the masking process is happening perfectly.
Here, ρT , ρEB and ρEA represent Eq. (11), (18) and
(19).
FIG. 2. 1(a) and 1(b) represent real and imaginary part of
theoretical reduced density matrix of the state |Ψ〉. 1(c) and
1(d) are the real and imaginary part of the experimental den-
sity matrices of the state |Ψ0〉 and |Ψ1〉.
IV. MASKING OF ORTHOGONAL STATES
A. Circuit Explanation
FIG. 3. Quantum circuit for generating |Ψ〉 = α1 |Ψ0〉 +
α2 |Ψ1〉, where, |Ψ0〉 =
(
|00〉+|11〉√
2
)
, and |Ψ1〉 =
(
|01〉+|10〉√
2
)
.
In this case, to construct the state which is linear com-
bination of two mutually orthogonal states |Ψ0〉 and |Ψ1〉,
we use two Hadamard gates, one S-gate or phase gate,
one X-gate, and one CNOT gate. The Pauli-X gate acts
on a single qubit, it is the quantum equivalent of the NOT
gate for classical computers (with respect to the stan-
dard basis |0〉 , |1〉, which distinguishes the Z-direction.
It equates to a rotation around the X-axis of the Bloch
sphere by pi radians. It maps |0〉 to |1〉 and |1〉 to |0〉. Due
to this nature, it is sometimes called bit-flip gate. It is
represented by the Pauli-X matrix. The phase gate (or S
gate) is a single-qubit operation, the S gate is also known
as the phase gate, because it represents a 90 degree rota-
tion around the z-axis. In the previous section, we have
already discussed about the Hadamard and CNOT gate.
5B. Theory
Here we take a state |Ψ〉 which is a linear combination
of two mutual orthogonal states,
|Ψ0〉 =
( |00〉+ |11〉√
2
)
,
|Ψ1〉 =
( |01〉+ |10〉√
2
)
(25)
Here, we also use α1 =
1√
2
and α2 =
i√
2
. The masked
quantum state becomes
|Ψ〉 = 1√
2
( |00〉+ |11〉√
2
)
+
i√
2
( |01〉+ |10〉√
2
)
(26)
Theoretical reduced density matrices of these states
are
TrA |Ψ〉
〈
Ψ| = TrB |Ψ〉 〈Ψ| = 1
2
(|0〉 〈0|+ |1〉 〈1|)
TrA |Ψ0〉 〈Ψ0| = TrB |Ψ0〉 〈Ψ0| = 1
2
(|0〉 〈0|+ |1〉 〈1|)
TrA |Ψ1〉 〈Ψ1| = TrB |Ψ1〉 〈Ψ1| = 1
2
(|0〉 〈0|+ |1〉 〈1|)
(27)
Partial traces of states in Eq. (27) are the same as par-
tial traces in Eq. (11), so following the same calculations
from Eq. (11) to Eq. (15) we can say that there are some
restricted conditions for which the orthogonal states can
be masked too and that restriction follows the Eq. (6).
C. Experimental Results
Now we implement the above masked quantum states
Ψ, Ψ0 and Ψ1 and calculate the reduced matrices with the
experimental outputs using Eq. (16) and Eq. (17). The
reduced matrices will be 2 × 2 matrices, whose diagonal
terms are real and off-diagonal terms are imaginary.
ρB(Ψ0) =
[
0.632 0.130− 0.141i
0.130 + 0.141i 0.368
]
ρB(Ψ1) =
[
0.652 0.128− 0.135i
0.128 + 0.135i 0.348
]
(28)
Here also, we calculate the distances between the density
matrices according to the formula in Eq. (20)
Dˆ(ρB(Ψ0); ρB(Ψ1)) = 0.0527
Dˆ(ρB(Ψ0); ρB(Ψt) = 0.3239
Dˆ(ρB(Ψ1); ρB(Ψt) = 0.3380
Dˆ(ρB(Ψ); ρB(Ψt) = 0.3006 (29)
where Ψ0 and Ψ1 are represented by Eq. (25), Ψ is repre-
sented by Eq. (26) and Ψt is represented by Eq. (27) and
the distances with Ψt show how perfectly we are doing
our work except the first one which depicts how perfectly
the masking is happening.
Fidelity can be calculated according to the Eq. (22) to
show how much deviation happened in our experiment
from theoretical calculations
F (ρB(Ψt); ρB(Ψ0)) = 0.9910
F (ρB(Ψt); ρB(Ψ1)) = 0.9881 (30)
Now we calculate the fidelity between the two practically
measured density matrices
F (ρB(Ψ0); ρB(Ψ1)) = 0.9997 (31)
This state is also masked with very high fidelity.
V. ARBITRARY QUANTUM STATES
Now, for additional support we willthaht create the
same states as in Section IV but with arbitrary coeffi-
cients and see whether it satisfies the masking condition.
According to our expectation, as the arbitrary states
don’t follow the condition in Eq. (6) this state should
not be masked. We take two states |Ψ〉0 = α |00〉+β |11〉
and |Ψ〉1 = γ |01〉+ δ |10〉 to make
|Ψ〉 = a( |00〉+ |11〉 )+ b( |01〉+ |10〉 ) (32)
where, α, β, a, b are chosen arbitrary.
Instead of Hadamard gate we use U gate, where angles
are taken arbitrarily.
U3 =
[
cos( θ2 ) −eiλsin( θ2 )
eiΦsin( θ2 ) e
i(λ+Φ)cos( θ2 )
]
(33)
FIG. 5. Quantum circuit for generating |Ψ〉 = α1 |Ψ0〉 +
α2 |Ψ1〉, where, |Ψ0〉 =
(
|00〉+|11〉√
2
)
, and |Ψ1〉 =
(
|01〉+|10〉√
2
)
.
6FIG. 4. 1(a) and 1(b) represent the real and imaginary part of the theoretical reduced density matrix for |Ψ〉 state. 1(c) and
1(d) represent the real and imaginary part of the reconstructed experimental density matrix for |Ψ0〉. 1(e) and 1(f) are the real
and imaginary part of the experimental density matrix for the state |Ψ1〉.
A. Preparation of arbitrary states and calculations
We prepare arbitrary |Ψ0〉 and |Ψ1〉 states in ‘ibmq
ourense’ as shown in Fig. 6 and Fig. 7 and we take a uni-
tary gate U3 with arbitrary angles pi/4, pi/4, pi/5 respec-
tively to create |Ψ0〉 and arbitrary angles pi/3, pi/4, pi/5
respectively to create |Ψ0〉.
First, on the way of making |Ψ0〉 we take the unitary
gate, and the gate is represented by matrix as following
FIG. 6. Quantum circuit for generating |ψ0〉
U3(pi/4, pi/4, pi/5) =
[
0.9 −0.32− 0.24i
0.28 + 0.28i 0.18 + 0.9i
]
(34)
7This gate is applied on first qubit, followed by CNOT
gate. ultimately the state will be like
|ψ0〉 = 0.9 |00〉+ 0.4e ipi4 |11〉 (35)
Now we trace out the first qubit to get the density matrix
ρBt(Ψ0) =
[
0.81 0
0 0.16
]
(36)
Next, on the way of making |Ψ1〉 we take the unitary
gate, and the gate is represented by matrix as following
U3(pi/3, pi/4, pi/5) =
[
0.9 −0.4− 0.3i
0.35 + 0.35i 0.18 + 0.9i
]
(37)
FIG. 7. Quantum circuit for generating |ψ1〉
This gate is applied on first qubit followed by a CNOT
gate between two X gates, ultimately the state will be
like
|ψ1〉 = 0.5 |01〉+ 0.4e ipi4 |10〉 (38)
Now we trace out the first qubit to get the density
matrix
ρBt(Ψ1) =
[
0.25 0
0 0.81
]
(39)
B. Practical Results
Now we measure the states |Ψ0〉 and |Ψ1〉 , individu-
ally, in IBM quantum computer and put all the values in
coding to get the density matrices practically
ρB(Ψ0) =
[
0.836 −0.060− 0.017i
−0.060 + 0.017i 0.164
]
ρB(Ψ1) =
[
0.284 −0.076 + 0.027i
−0.076− 0.027i 0.716
]
(40)
C. Comparison
Now we calculate fidelities between theoretical and
practical density matrices to see how perfectly we are
doing our work practically
F (ρBt(Ψ0); ρB(Ψ0)) = 0.9849
F (ρBt(Ψ1); ρB(Ψ1)) = 1 (41)
Now we calculate the distance between practically
measured density matrices of two states and also see the
fidelity between them to see how likely they are.
According to formula of distance in Eq. the required
distance is
Dˆ(ρB(Ψ0); ρB(Ψ1)) = 0.600 (42)
And according to formula in Eq. (22) the required fidelity
is
F (ρψ0 ; ρΨ1) = 0.8299 (43)
So, comparing to previous two cases, these arbitrary
states have very low fidelity and much higher distance
for featuring Ψ to be masked.
VI. DISCUSSION
Out of all no-go theorems, no-masking theorem is
the most current proposed theorem, introduced in the
past year12. Here, we verified that for some restricted
conditions, masking of quantum information is possible.
Though it was formerly told that quantum states that
contain non-orthogonal states can be masked under cer-
tain restricted sets of coefficients, we were surprised to
find that under restrictions quantum information con-
taining orthogonal states can be masked too. We per-
formed the experiments for two two-qubit states tak-
ing both orthogonal and non-orthogonal basis states into
consideration. Both the states are prepared on the real
chip, “ibmqx4” and found to be masked having high
closeness (with fidelity more than 99%) between the den-
sity matrices with more than 98% and 99% fidelities for
orthogonal and non-orthogonal states in our practical
measurements with theoretical calculations respectively.
Whereas, for arbitrary quantum states which were pre-
pared on the “ibmq ourense”, we worked out the den-
sity matrices for the states practically with more than
99% fidelities with theoretical calculations. However in
this case the distance between two density matrices of
the those same states with arbitrary coefficients is much
higher and the fidelity is lower (82%) as compared to the
previous two. According to our expectation these states
with arbitrary coefficients can not be masked.
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